What’s New In the eRiskHub®

As the cyber landscape continues to evolve, the eRiskHub® continues to introduce new tools to keep you in the
know. If you haven’'t been into the eRiskHub before, or if it has been a while, it is a great time to review what is
now available.

Key Features

Breach Response Cybersecurity Awareness

Instructions and contact information for reporting a Resources for ongoing employee education,
cyber incident and notifying us of a potential cyber including general security awareness, anti-phishing,
claim and IP/trade secrets

News Center Ransomware Resources

A guide on must-have ransomware safeguards,
ransomware stress test, mock ransomware
exercise, and a short ransomware self-assessment
survey that can help you reduce your exposure to
ransomware and other exploit threats

Cyber news feeds, threat intelligence, and security,
legal, and compliance blogs

Risk Manager Tools

Cost calculators, research tools for causes of
incidents and cyber claims payouts, and sample
policies, including one for remote working

If you are a KACo policyholder, please register now.
1. Go to https:/Aeriskhub.com/kaco

2. Complete the New User Registration form in the center of the webpage. Your
Access Code is 13625-608.

3. Once you've completed registration, you can log in immediately.

New Content

12-Point
Ransomware Mitigation
Self-Assessment

Ransomware presents
Small-to-Medium Enterprises
(SMEs) with dire consequences.
This 12-point interactive survey
is designed to offer key tasks
that SME management (and IT

12 Point Ransomware Survey

Ransomware presents Small-to-Medium Enterprises (SMEs) with life-and-death consequences. _

This 12-point survey is designed to offer key tasks that SME management (and IT administrators)
should consider to reduce exposure to ransomware and other exploit threats

Upon completion of the survey, you will receive a ‘scorecard report that includes best practices
for strengthening your ransomware defenses. The best practice statements often feature
Microsoft-published resource URLS for technical content references. These links were known to
be accurate at the time this survey was published (July, 2020). but are subject to change at any
time by Microsoft. Most of the other links refer to valuable resources that are available in this
portalYou must be logged in for portal links to function properly.

administrators) should consider
to reduce exposure to
ransomware and other exploit
threats.

TAKE SURVEY

If you would like a more in-depth understanding of your organization's cyber risk posture—and
particularly how your defenses against ransomware stack up—a NetDiligence® security engineer
can provide you with a detailed, independent, and objective assessment. For more information
please visit our website

DOWNLOAD SAMPLE SCORECARD

Ransomware Tools

Accessed from the Ransomware
Resources page, these tools
provide you with an overview of
ransomware statistics, the ability
to test your own organization’s

ability to respond to an event,
and an interactive walk-through
of responding to aransomware
attack..

Ransomware Mock Exercise

ent and remediation In this Interactive game. watch as a simulated

report aggregates statistics 0 y ransomware attack unfolds and make choices
demands, data recovery rats atta sus bility to respond to a along the way regarding the best way to

vectors ransomware attack respond
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https://eriskhub.com/statefarm



